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(54) CLOSED-AREA COMMUNICATION SYSTEM 

(57) Abstract: 

PROBLEM TO BE SOLVED: To allow different 
terminals to conduct the same closed area 
communication, even when a work site is changed 
by introducing external storage media to the 
title system so as to authenticate a user 
belonging to a prescribed group in the closed 
area communication. 

SOLUTION: This closed-area communication system 
is configured with IC cards 5a, 5b that store 
information for user authentication which is an 
object of the closed area communication, a 
plurality of terminal encryption units 4a-4c, 
that encrypt communication data and decode the 
encrypted data according to contents of an 
operating table 13 produced on the basis of the 
information stored in the IC cards 5a, 5b, and a 
management unit 6 that is connected to the 
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terminal encipherment units 4a-4c via a network 2 and issues the IC cards 5a, 5b 
to a user which is an object of the closed-area communication. 
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\~y-**iftLxmmznzmm^®tz<%ztcmmm 
x&zc±z$mt'?zmmm 1 iaiSo^Mfr>*ir 

~$h b<DX$>Z> C t *mWl±? S»#]g2 IBtgCD^M 

6 i fete, fjferf*?- F<DfiJR8^X7~ FQft3£&fr 
#«^!Rtt. BufB^'Xy- F**jer K*JB 

[0 00 1 ] 
[0002] 

[fi£*C7)J3tffi] HlHt m«»B8¥ 1 1 -0 55 3 
2 2©t«lfflSfecI:^ffitc^3nfc, {^0>n«BIAt/ 



(2) «FB32 00 0-3 32 74 7 
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a. lb, 1 cttffl«ffl«*ff5«*r*9. 2 63:Cti 
&<P«Hn a-1 c#iR5gS*i£** h7-^l) e 
3a. 3b. 3c«S*la-lc<!:^7h7-^20 

3aBW-^I D#lfi!)W«. «#KK3b«^ 
I D#lteJ:tf2 Olfrsttt. Bf#i8B3 ctt£0l>- 

^1 D^2oBS^a*-en-etiff«LTi^. ± 

I25S*1 a-1 c*J<tCfle^a3a-3 ctt*<D&* 
BSiSUBT*. 

[0003] SI 2 KJJM9KB3 ©WW«fiR«*-r 
:/u ^ ^0W^) e Htcteivr % 1 0 WS^/VniBM 
SB, 1 1 «5§M**8&a^ 1 2teJI§iii®SSBr&&o 

1 statam^-drojBa^tti^rftff^-^ju. 14 

Tl>&C»fc©i-rS. 1 5fcfc*? F7-*2ftHE>-f>* 

F, 1 6ttJSau«J<D-f 
20 >^^*-x-r*^a-*Jl/>P- K 17, 18B2SS 

[0004] %KttffKOC>T>H!r *. fi£*CDK^3i 
g^XfAtlt * y FT7-*2fclKg;*ftTl»&«fi 
S^la-lc m<Z>rpMm& JifcEB $ tifcm 3 
a-3c*W«*lr- :/I DflHR&RjftU JR*b 
^^JU-^I Dtf$R^*f|£U/cag#ii<DI DttfBKS-^ 
ivcftfEr— 3£@Sb^liU *cD*WIS*«:a 
^TStt^bfcftft^-- >OH 3£fflC»Ti«rr& 
tor**. CC-C, SBS-^SB3 a^3 c^cMOa-C 

[OOOBl^lai^lb €>rarH«jl©«:tf 5 

ti^. Dg-9«B3 b x^m^/^mm i ocefce^ 

40 (^-^U3^ic^^r, ^oilft^-^^m-^ 

1 a -CDMm^- lE-^SH 3 b -C^CDSbf^T" 
3<Drt^tCtS->T, I D^KDBg^HtC^OBg 
^fcStiXH»iSIB3 a-jM^n, *<0«bffif—^ 1 
3<Dlft®l,m~yX. I D*Jl©«W«K:j:0a#3ti, 

48*1 attji-r*, 

[0006] CCDi: ^^^*<Z)mt|!ciHiV^^A 

ffeOcfc, «*K«H^9 - 2 4 7 1 4 1 #&*L »H¥ 
50 10-17171 7-^fi$B&<!:3&sftS. 
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[0007] 

tm&z tix i, £ 5 l i ^ mm&»> -> tc. 
[0008] c<ommz, ±ibcdj: 5 tummzm&Tz 

[000 9] 

PI— <dbm 9(t**? £ s £ 5 «c u cere * s . 
[0 0 10] C©»iHK:«4B!ig{jMi/X^Att % :x- 
If ID, HBMMMR. «ffi^St*K*«»Lfc>f»SB 

mmmic mtr mm? * 5 tc b /c & <*> 
[ooi i ] cvrnmcmzmmmmisxr-M^ <gm 

If f R ^iHs*B*©tea^S * ft: tt i <DM "C** 

UX. ttft^-^l/OattifiS^rff 5 J:5«:b;fe:i©-c 

[0 0 12] C<D»9B«:«4H«iM£/x^Att % jrftf 
[0013] C<D«9§«:«SH«aHS^'r 

[0014] CO^W^Wi^XfAJJ, I c 
[0015] 
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-^T&D, 4a, 4b, 4cKtl^CMyh9 

a. 5bBBH«ae*tf5^-1f^»fWO, 
#ttM3tifc. i*»Ett«*£ LT© I C#~ Fr* 

5 b &nt?&«s=f8U: Lx<D<gmg&x$>z> 0 & 

*>\ ±B«5l»-9»B4a^4 cfc^fctfl C#- F5 
a. 5b»^flOS^«:K35Uba^»^«:«. *tl-eh« 
jm9tfcK4**lr>I*I C*- F5£«Br«. 
[0016] B2»±raS5RBi-9S!K40AfffllJjK«^ 

-r^a **b-c*&. H(c*5c>t. i owsfif 5 -*© 
5ci«cs«i*i8-^ai4 (Derate, s^iim^-*© 

ftbmmZtlX^ft^bOtTZ. 1 4ttC<DBjfE'f--- 
^13© S W)^B«SB|5-r^) 9 , MfE X- 1 3 *C 

30 i7, i summ^-tHD&m 

ctiftswtt, hi zim-mtzttLxfrsLstctit 

I0017]*&, 1 9ttH«fll«*fT5^— !f*CJ:o 
TICa-KSaWPASft. SKI C#- F5tt:«|$3 

trc i > s n wis* nm i r & «©s*bs( o # 
tft>na i ca-Fu-y-c**. 2 o«::i-mcj:& 

COIC*-Fi;-yi 9^1 C^7- FBcOjftS^:^ 
CCK«L/&3»S6. I F5cfcOK*iB3*i/c««* 
40 ffill-^IC^-Kffil^^ COlC*-K»l 
SB 2 Ote I C^7 - F50AS«Bf-9fbTSA:^0/^r7 

2 l «ge*<DP-^;l/^- h©SP»CcEK3ti/cPC I 

-FftyiW2 0ttCOPC I/F 2 1 iiM^fltoSSUl 
80ffiKjS(C. I C^-FU-dr 1 9*SR*ffiO/c«a 

[0018] H3tt«ffliliB6Cc<fcor3L-1f(catT3 
so h&IC^-F5<C«#j&<tiS1im««rilHHBrft 
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itmica»2tiit*-ir<D*-ir id, 31 \z*-itb 
w<Dtc&>icm^z>&mmm^ 3 2 trails 6 © 1 

PTFUX^t, «a#St**£UT<D«Bi6BI P 
[0019] B4ttea«B6©WT*«fiB£*T»E 

4 2 \*m$8^Wg. 4 0C*t L r , B5«il« M- ^© * 
[002 0] ac{cKif¥K:oiiTWWr4. 'SMgkWS 

*>*. zrmntc. ^<ommmnm»mmmm4 1 * j: 

TTtt. *(DIC#-F»£&#»a«MB4 0£^T. 
H3CC?SOfc^— tf I D3 0, SSaBfcffitffK3 1, *5<fc 

£ffll>TBf-5f{bLT I C*7- F 5 CC#£&<2k Z<D 1 c 

^-Fs^^-r^^-ifccaff-r^. ic*-F5* 

[0 02 1 ] C(DXft<DJ&8 1 Xtt, « 1 CD^-lfKi* 
IC*-F5a^ ^20^t-1fR: 1 C*- F5 b** 

[0022] «5»4Maf 4«C»LTH«Wtffl 

B^T^o CCT, H5fcttB5l«#SB14^©^l/-^I 

[0 0 2 3] »i©3.-if*ssailB6J:«5«fTb'rfc 

t>~>tc %smi<D^— JffflOl C*-F5a*BHW 
^f$IB4 a<DI C#- Ftf-iO 9CcgLi&tf<fc> ^IS 
3g5fcBg-5f£gB4 aCDl C*7- F^a^ 0 -£<D^t/ 
ii^n/c I CJj— F 5 aCDtf&£ I C*- K 9 

#4ffiT'^?-FK#l 0 0*. PC1/F2U/T 

fs*i oofcs^-ce*©^**- fioi *xh~? 

& 0 A*?tl/c/U7-F 1 0 lttPC I/F2 l£;ft 
L-CIC^-FaaSB2 0tC^6n, IC*-F«ffilSB 
2 0te!?ll<D^~1fcfc9^X , 7- F 1 0 l#i!i££ftT 
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/cl F5 a<Drt§CDft?3!£tf5o 

[0 024 ] JS*«#SSK4 a©IC^ F#BI«52 0 
W, C© I C*- F 5 a*6K*i^*» 1 ©a-lfO 
tf I D3 0£^^-#12£lf* 10 2£U ^ft 

*ga$SB i pr f 2«cs^tea«H6© i 
prFu^t ccKS-r 4 „ <ta£SB 6 te«t*£tsiR&?? 

mo/c^-if i D3 oic^ztfim&j or. moa- 

I D i&g^lgCDtf?R£, Sf I D 3 0CC*f 

J - drKang^lb 1 0 3 i UT«*Bf -^6B4 a tc» 
4. 

[0 02 5 ] C<D>*^-*Ei£ie#fbl 0 3*SWfc 
ffi^Bg^B4aCi, IC*-F5a*sfiSJ^0T^4K 
1BMB««3 1 ^^tffb/cf-^mb, 

jrsafpf— mi 3©att^s^m\ iffi^n/ca 

[0 026] *tc, _hfBftft^~M 1 3 K: J:*B!I«» 
If £ f & 2 If <fc ©WJtefcW SH«ad©*f¥«:*"r 

l©:x-1fJ:D^Bg#gB4ate*fL't\ UI2cd^- 
If^ETCOilM-r-^ 1 1 0*SA^3ti4. ttfc. COM 
30 if^-^l 10B, ^2r«0^^@§L/fcjlti^-^ 

^c^7rrt«:-a«s?ti4. am^-^ 1 1 o£sm 

U/cSHcl©^igB4 aJirtSOttftf-Ml 3©«* 

^BS-^B4 a i»5KBS^iSB4 b OB©a<i»a*tt 
I3a»3hrc»ftt»©-C. «*ie^«4att, S7tC 
StlW*^^? hill JfefPfiRUT«*e#i6B4 b 

[0 0 27 ] B7tt±iai»*^^'» F 1 1 1<£>*7*— 
F^-rf-^W^«3 k h 1 1 

40 1 mm<D£mc> SS02 0 1 . 5S5fc2 0 2, 3lfi7C 
20 3J:0fiRS^9^200t. ^HtuT 1 

1 1 ^5tr fux2 i 2, g<t7c*^i©#isfiie^gi« 

$E2 1 3. 3KHB*lit^BBl#«»«2 1 4 
7 ff -^»2 1 0CC<fcr>"CJKfiR3*lTC^. ft*. C(D0 

7 fcstrwrctt, ^-^200 (dm^ij 2 o i mzmm'* 

TvY-fr. 55562 0 2 Cc«3S^BS^B4 b *J, iiflTC 
2 0 3(C»IRIMiHI4 asWRSSn. ^-^^2 1 
OOiSfsTcT F 2 1 1 tCttffl*Bi-9«B4 a COT F 
UX^ ?E5feT FUX2 1 2CCttJS8*B|^fi4b©T 
50 FU*#. aW5aS5SBf9*6Bl8^«1f«2 1 3 0C«5S 



u^ 0 c©a*Bg#Ka4b«:ise3ti4aas 

s}^* y h 1 1 1 «S*BS-^SSK4 a £J8*Bg-5f£S 

■4b©raoffl(ijaffl*ffi^2S3hrc>ftc^c!>r, 5b 
5t^»i^gBi^gitsfs2 i 4cc«i5jfeswesnrc> 

[0028] «3KB§^saa4 b-cttcoaias^^r * f 

2 1 0<D?EifcS^#^HBg#atSa2 1 4*cg#©B§ 
#B<DI Dt^^, 1 t2*W£?Z> 0 M85RBf-^KB4 b 10 
«C<D3@j«fi^l6^iSWe^St»«2 1 4<DRJ&W*> 
ft£<h, 3tttt&3t'**? F 1 1 l©x-*gP2 1 0£ 
=J t - LTaS*j£g^4r * h 1 1 2*ffr£-rS 0 
[0 02 9] m9l*CO$mmi&£rt>r y F 1 1 2<DV 

LfcSBBf?/^ * F 1 1 l£|^j£©^#2 0 0<h^- 
3rSB2 1 OtcJ:r>-C^J5S3tirc>a Q /c/cU -x**2 
0 0©SS'J2 0 1 tC&mmi&g'**'? F#, $i%2 0 2 
5c«jS*flg#KB4 a#, jgfi7c2 0 3CC(2AB£I&»& 
^4 b**R£3ft. x-££P2 1 0rfctfS5KB§-SfS@B4 20 
b©7 PU^^SBtcT FU*2 1 1 S*Bg-^ 

[0030] «^«#»K4 b». *«u/cisas^je^r 
h i i 2<D&m^jm^mwi%nmm&2 1 3 
tc, s#©ng#a© 1 dt*&£ 1 ^/c«2 iHLne^a 

1^ M£H9J»«X4 a*«iS*^** F 1 1 lteg5£L 
fc* ^»a*BS#SSB4 a©Bg#a© IDrtil^ 

t-^nt, aasiif&s^9 b 1 1 2(omm7tw^§ 30 

#£BBS^a««2 1 3*cg^3*i"Ct>S. t©<*:5 

S*Bg#KB4 b©fE-Sfa© I D"C*5 1 ass 
*j£Sst*-? F 1 1 2©^«7cffl*Bg^gBg-^atSfR 
2 1 3tcR£3*vCl>£4>~C« «S*ie^«B4bWtS' 
©ftfl^-:/-p|> 1 3 te. NH«#aaE4 a iig5RBf^*6 

W4 bofflowm?- 1 d*u ©ns^a-cBs-st/tR 

h 1 1 2£—y#2 0 0©?S5te2 02tC^t, 3S£B§ 
#gB4afci£(rr£„ 

[003 1 ] *g^B|#S£B4 ate. Ca«fflg*a»^^r 40 
? F 1 1 2«ftSi, *©ft5HmHHOTft<Hi 
Will 2 1 4GtS^©B£#a©I Dt^6 1 il^DBg-^a 
©I D^Rffi3tiTC^3&>i^^tft*T&. C©« 
£\ ^K555tS^PI^B^atS$82 1 4te«t3j8*Bg 
#££§4 b#K5£b/cB|-5ta©I D-C$>^ li2©2o 
#»5&*ttTl>*. ffiot t *a5£B5#»B4afi*a#© 
»ffx- :OH 3CC* ffi^^^B4 ±kW&&&ai 
4 b©Pi3©iIfIf i -££ I D^l <Dfl§-5farBi-5f/»Sf 

[003 2] fig^#«B4a}ijlfl7 I -^/>^7rrt 50 
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CC^LT^C^c^lCD^L-lf^ecDffifi^-^ 1 1 0 

©rtgr^ot, i D*«i(Die^a*ffli»ri8^{bLrT 

Bg-^ffl<Wx-£l 1 3*£SEU *ti*B*IB#8B4 

b?raci2ni-rs» ^/c, afiu/caasfeies/>"^y h 

1 12^^200TU -ecD5B^202^|^^ 
H8^S8H4att:&oTl>£©-C k iS5EB&^»B4 attC 

(Dsmmt&gj**? h 1 1 2**©»s«a8&i 2Kfc 

[0033] — # % n&8&¥38M.4 aTBg^fb^ ftfcHS 
^fiiflx-* 1 1 3 «Sl?KofcMKllf#ttB4 b«. 
B#©ttfty^^l 3©n8{C{£orlf#/IK-9«iB 
SB10lC*5t»T. I ©Bt-Sfa£JBl>T^©B§#ji 
fix-* 1 1 3£Mfi:r-* 1 1 0*cffl#U PCI/ 

F2 1 <to*2©^-if«:»*-r*. 

[0034] 0«CC. »2 ©i— tf*»6» 1 ©A— 

©iiflx- * 1 145a. «3lcPS#KB4 b r^©ftfEx 

3©rt§tefi£-oT t I D 1 (DBg-SfaK: <£ -3 T 
Bg#<fc3*l. Bg-^Mfix-* 1 1 5£0-C4S*e#SB 
4aCC3l6nS. S3EBg^«B4 a-C»*©IS^jifi'7 s 
1 1 @#cr>«|f¥T— 3(DrtStCfie-pt: 

i D#i©Bs^a«:j:ga-8fu m-^u^jifix-* 1 
1 4 1 ©a-f tcass-rs. 

B4 a©I C^7-FU^1 9^6, S#tc*tTSnfc 

«^.6n/ca5EB9^i6B4 c©i c*- py-^i 9tc 

fflAT^o S8*re-^»B4 c{* I CU- K5 aWA3 
n^i. ff I D3 0J:^^SHlCD^-1f^ 

-if 1 9CC I C^7- K5 b^»Ab/c^2CDa-1fcbcr> 
[0 0 3 6 ] «_t£>cfcM£, COmteOI&l&UC&tl 

\x % 3L-*fit^-*r 1 D3o, f8EBestii«(3 1, ©a 

^B I PT FU*3 2£ffiJ$Ufc I C*- K5*»tf b 
I C^7- K5 a<0}^^ir*^lCD^— ft. I 
C*-K5b ©J* ^> m 2 <DJL—*f*m--<Dmi& 

BB^-^(c9ttb. »1©^-If#l F5 a 

^rS^Bf 4 a tcif A? S i , «E»B 6 60 1 

|5J— ©ffli«afi^-y{CB'rS»2©3L— ?fi© 

ii^r^r^^/cti^r^, mwmofmwitcisatstitt 
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«B6*6*©JB*"S^*B4 c test ir^ 1 ©A-tf 
©tour*** (imhheb) *we3*i*c±**ft 

[0037] mmoim2 . *k % cownKD^ttoje 

0 % 01 O«^<DJ:5ftC(Dllte<DffJSS2 0C^^, « 
[0 0 3 8] if, c<om 1 OCC^Tcfc^CC, ^g&BBigg 

®m^^7 i ©A-ir**«aa»a«4 a© i 

F'J-iH 9 £9 1 C#- F5 a*tt#as. 38 
£Bfr9ME4 aTttt© I C*7- F5aOiS^^, 
*©IC*-F«ffl»2 0T?*Wr*i, ^S^g6tC 
»UrENDTRAP12 0taSfrr4. CCDENDT 
RAP 1 2 0*3«Lfc«ffl*8B6ttENDTRAPl£ 
SI 2 1 ££dtU *h***PM*B4 aCcBSSf 

effi«a6*6C©ENDTRAPl£Sl 2 1 *S 
6tW^fc«*BMKB4 a». rtjar&ttff^-^ i 

J:5R:UtW««t*7 LWBW«a4 att. * 

$ ft ^-flft<Dffl*<t R*D«W¥*ff 5 o 
[0 0 3 9] C©J:5«c, C©H*feO>JBJB2CCJ:n«, 

iH5is«»«EiB4 1»© i ca-Fy-in 9^^ic* 

©«W¥*fT5 C <b**nJtBift*S»«*»6tlS. 
[0040] Htt<DJfc!B3 . !J«C. C<30»IBOSJSOJK 

r, pci/F2i ^/ru-c^is^^ctf^n, *<om 

mttJiZ V - F*E*R£ l/TTWIW * I C #- FJH 
SB2 0CC<fcoTffiS$n€>o -Tftt>^. »3RHS^«B4 
<DI C^7- F"J-yi 9tc I Crt/-F5##A3*i£ 

IC#-FMSSB2 0J:9PC1/F2 
T\ ^^-FOA^^-tfCCjFtL/TS^SnS. -3- 

SgP2 0«PC I/F2 

n-1f*^E*9*j8JR-r*t, IC*>-F«Jlffl2 0 
»PCl/F2 1^U k gf/cft/^9- FOA^^ 

§i 4 I c*r-F«iffl8|I2 0»*n«:S-^<^^-F 

[0 04 1 ] WiOcfc^CC, C<D^<DJgS83tc«fc*l 
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[0042] HfficDJf?«§4 . ttte. ±Bft*ll<D»lBlr 
te. flB*Bt^6«4tt < raiB16*6y^-^I Dte£ 

ffi«S6*^a*^^S4©I6fP^-^ 1 3 
io -CifBttffif— 7* 1 3 *B«&«»Sre«B4 tcE£ 

<bBg#sg©«atg*et^o/c5g*Bf^sa4^ffliri-c 

[ 0 0 4 4 ] 3 ±E«IJS<D»»rtt. ^S^S 
20 6*6»^B^$6a4CCiBaib/c^--1f0^l/-^I D 

Bt^a4 ±<Dm-cm.w&*i>x* 1 3cd 

[0 04 5] 

30 SCftoT. ilfl r - £ £)Bf " J: vm.^<D%m*'u *> <fc 

[0046] c©JHBOC«*:ft«* >WEti«»«C3.— ff 
ID, BKIHStttl. «l*R1t«*ff»3^ 
SBE«S»» i &»Al//cie, *n*»^-r^«**fei 
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